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The so-called  security  protocols  are  protocols  using  encryption  primitives.  This
course begins with an overview of families of security protocols. In a second step, we will
study  in  detail  the  family of  fair  exchange  protocols,  of  which  non-repudiation  and
electronic signature of contracts are special cases. The proposed analysis is conducted in
a formal context. Supervised work and laboratory work dedicated to the study of a non-
repudiation protocol illustrate the concepts introduced.

Syllabus
1. Introduction

2. Examples of security protocols 
a. Authentication
b. Fair Exchange protocols

i. Non repudiation
ii. Contract signing

3. Formal Analysis of fair exchange protocols
a. Formal methods and model checking
b. Transition systems

i. Representing a program with a transition system
ii. Analysis of an elementary protocol

c. Temporal logics
i. Tree temporal logic CTL*, CTL
ii. Linear temporal logic LTL

d. A formal expression of the properties of the fair exchange
i. Alternative temporal logic ATL
ii. Fair exchange in ATL
iii. Non repudiation in ATL

4. Supervised work
a. From a textual description of a non repudiation protocol to a formal model

5. Labs work 
a. Formal  analysis  of  the Zhou-Gollman non repudiation protocol  using the

MOCHA model-checker
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MOCHA tool
- Univ. Pennsylvanie ==> http://www.cis.upenn.edu/~mocha/
- EPFL ==> 
http://mtc.epfl.ch/software-tools/mocha/download/c-mocha/distribution/ 
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